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Exam Ref AZ-500: Microsoft 
Azure Security Technologies

List of URLs

Chapter 1
https://docs.microsoft. com/en-us/azure/active-directory/develop/app-objects-and-service-
principals

https://docs.microsoft.com/en-us/powershell/azure/create-azure-service-principal-azureps

https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-
groups-view-azure-portal

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-
manage-groups

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-
groups-membership-azure-portal

https://docs.microsoft.com/en-us/powershell/azure/active-directory/new-user-sample

https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-enable-
sspr-writeback

https://secure.aadcdn.microsoftonline-p.com

https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-
aadconnect-user-signin

https://passwordreset.microsoftonline.com

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-sspr-
howitworks

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-
authentication-methods

https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-
certificate-based-authentication-get-started

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-
authentication-passwordless

https://docs.microsoft.com/en-us/azure/active-directory/b2b/add-users-administrator
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https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-how-
subscriptions-associated-directory

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/
pim-how-to-use-audit-log

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/
pim-how-to-perform-security-review

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/
pim-configure

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/
subscription-requirements

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/
pim-security-wizard

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview

https://docs.microsoft.com/en-us/office365/admin/security-and-compliance/multi-factor-
authentication-plan

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-mfa-
howitworks

https://docs.microsoft.com/en-us/office365/admin/security-and-compliance/setup-multi-
factor-authentication

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-
mfasettings

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-
reporting

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-
identity-protection

https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/what-is-access-
management

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/methods-for-
assigning-users-and-groups

https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-permissions-and-
consent

https://docs.microsoft.com/en-us/azure/api-management/api-management-policies

https://docs.microsoft.com/en-us/azure/role-based-access-control/overview

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-assign-
admin-roles

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/roles-concept-
delegation
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https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-
manage-roles-portal

https://docs.microsoft.com/en-us/rest/api/authorization/permissions/listforresourcegroup

https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles

https://docs.microsoft.com/en-us/azure/security/fundamentals/identity-management-best-
practices

https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles

https://docs.microsoft.com/en-us/azure/role-based-access-control/role-
definitions#management-and-data-operations

https://docs.microsoft.com/en-us/azure/role-based-access-control/check-access

Chapter 2
https://shell.azure.com

http://aka.ms/az500mfa

http://aka.ms/az500vpnsku

http://aka.ms/az500vpnexpressroute

https://aka.ms/az500s2sdevices

https://aka.ms/az500s2svpn

http://aka.ms/wafdecisionflow

https://owasp.org/www-project-top-ten

https://aka.ms/az500wafag

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-service-endpoints-
overview

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-service-endpoint-
policies-overview

http://aka.ms/az500DDoS

https://docs.microsoft.com/en-us/azure/aks/upgrade-cluster

https://kubernetes.io/docs/concepts/configuration/secret

http://aka.ms/az500kvfw

http://aka.ms/az500ADELinux

http://aka.ms/az500ADEWin

https://aka.ms/az500AppCertificates

http://aka.ms/az500AppServiceAuth

https://docs.microsoft.com/en-us/powerapps/maker/common-data-service/data-platform-intro

https://github.com/projectkudu/kudu/wiki/Kudu-console
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Chapter 3
https://aka.ms/ASICommunity

Chapter 4
https://docs.microsoft.com/en-us/azure/storage/common/storage-auth-aad-rbac-portal

https://docs.microsoft.com/en-us/azure/storage/common/storage-account-keys-manage

https://docs.microsoft.com/en-us/azure/storage/common/storage-sas-overview

https://docs.microsoft.com/en-us/rest/api/storageservices/create-user-delegation-sas

https://docs.microsoft.com/en-us/rest/api/storageservices/create-account-sas

https://docs.microsoft.com/en-us/rest/api/storageservices/define-stored-access-policy

https://docs.microsoft.com/en-us/azure/storage/common/storage-auth-aad

https://docs.microsoft.com/en-us/azure/storage/files/storage-files-identity-auth-active-
directory-domain-service-enable

https://docs.microsoft.com/en-us/azure/storage/common/storage-service-encryption

https://docs.microsoft.com/en-us/azure/storage/common/infrastructure-encryption-enable

https://docs.microsoft.com/en-us/azure/storage/blobs/encryption-scope-manage

https://docs.microsoft.com/en-us/azure/storage/common/storage-advanced-threat-
protection?tabs=azure-security-center

https://docs.microsoft.com/en-us/azure/azure-sql/database/logins-create-manage

https://docs.microsoft.com/en-us/azure/azure-sql/database/auditing-overview

https://docs.microsoft.com/en-us/azure/azure-sql/database/threat-detection-overview

https://docs.microsoft.com/en-us/sql/relational-databases/security/encryption/sql-server-
encryption?view=azuresqldb-current

https://docs.microsoft.com/en-us/sql/relational-databases/security/encryption/always-
encrypted-database-engine?view=sql-server-ver15

https://docs.microsoft.com/en-us/azure/key-vault/general/overview-security

https://docs.microsoft.com/en-us/azure/key-vault/general/network-security

https://docs.microsoft.com/en-us/azure/key-vault/general/group-permissions-for-apps

http://docs.microsoft.com/en-us/azure/key-vault/general/secure-your-key-vault

https://docs.microsoft.com/en-us/azure/key-vault/certificates/about-certificates

https://mykeyvault.vault.azure.net/certificates/mycert1/create?api-version={api-version}

https://docs.microsoft.com/en-us/azure/key-vault/certificates/certificate-scenarios

https://docs.microsoft.com/en-us/azure/key-vault/secrets
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https://docs.microsoft.com/en-us/azure/key-vault/keys

https://docs.microsoft.com/en-us/azure/key-vault/secrets/tutorial-rotation

https://docs.microsoft.com/en-us/azure/key-vault/general/backup


